Arm XR—XDT7 ) r—3> At
DX )T+

Wi} TEXAS INSTRUMENTS

Amrit Mundra
Security Architect and Systems Engineer



[FLHIZ

avEa—% X274V AL D TIX PC LDk
DAINREBHRLTWELEZN ., ZDH. TOEEENFETE
TERFOTLEEL . REPCBADIRTLMN/NYF T E
N=ZET ANERCHEHFRIER., GE. EEDRER
[2E5EINBILITHHT=DTT . §. lAHRAH AT LDE
Xa)T4, EREICIE ARAA VAT LOEX T4 DIE
SO, FERICEELT—EINDERLLE>TVET,

SH.#HRET—ATENTEY. EYRPNALLDUVEDVE
DB AENGHERRTHAIEEZDINETY, RFFIC. YV
ThHx7 SRFLEN—KRIIT7 VAT LY, KYEHIEL,
Efch, HEITIKFT AL >TVET , ThICEHS
[CIXMEFBEMIENET . AIHE. AIRTELDI—RE BE
IZBAET B/N—F9x7 EDa—IL. YTV RTF L, IN—T4
AV DT) Y ASARIZEDHAENTLNSDTY
MBS INYA—IZ[FI=ELHLTLLS,

LARDZ LGNS, INYA—ILIABIEF->TLNS DT TIEHY
FEA BEBEVATL. TAVLR R—ZXRT—3a,
RECEEDOL—F— T8 AT—k TR Y RTF L,
BrHEN AR E DERKER. TOMEBLDIRATLIZENT,
HARAH AT LOWEFEEICET G F®RERLEE
Koo RIVFAT DIFHRAFH S AT I A2 Fv7 (SoC) I2HI1F
52X )T DLEMIE. FABEDIENYTT D
B AV 74V EHRAGHELIZYNMEE DEAAHT
NARE, AVbA—)L £ 3—%FRETLH=DIZ, HAAH
SoC #ELEHDAVR—RUMMIREFELTVET,

=W MAARAA L RAT LRNTEHOITEHED Arm® R—
ADTTIr—ay Tty D) T4 ERT 51
OITHBLRBERZHALET . RIC. ho0Towyd 0+
FATADEREBTHSEF¥217 T—HMIDLT, &Y
[TERBALET . EXa7 T—MI&o T, VATLRIERE
ANEBEIOSRESNDIDTY, EX27 T—MELT
(. IERE ANTRE IO SERICERATEEIZARSETD
M. AT LIZEF 2T/ DEENELET . BROMEIT
BIZEIELTWARO., X2 Ta1E 2 TEILLTWE
E

SATLDEFAYTEDBEIX, T—EERAEY . VR
FLEREONS-YLTEAEDBMEIZELGSFELVAEELES
ETBNYH—DDVRTLESFHIETT A, ChiL, BEE

Am A—ZDT TV —ay Ty OeFalTq

FTEOHEREDIAVETREFBBYVET . REMHE, VAT
LASFESFERRISET I/ EL. DETHNIEEESFR
INRIZINZ TENCHEET A LICEREBLVTCVVET .
hoDa T ElABHEDIET, RRICAIMIEN.
EEOHAITAENGFETIHREHERATL, VATLMEE
RLI=EBYICEET HIENTEET,

JROEE

XA TADEBEEICFELTEY. E/D102—Fvb

(loT) D2FELAEF RIZHEL., B GBWMEIRMDIVR/—F
TNAZADNLTEZRE, ECHLTEINLDERIIHKET S

AREMED HYE T, EX 1T OERMGMEE, DR T A
PNHREINEIMNESHTIEEL TLABEBEINDZAIVTIC
HYET, ZDTEMD, EX1TAILRELRRICURIE

BTHHIEWNSIENDOMYET,

DRATLANBRBORMRIZGDARMELNHH_EEEZDL.
DATLREHBEFEDLSIILTEX AN TAREDIRVE
BRFEFTIMZHENTELDTLELIN,

REXR
MEDHLIEDEIT R THEOHRIZHEYVEET . £55
hy INVH—DEZFPERIZESTIE, Ho3ELDHNHE
HELDELTRHMSINLAREMLHYET . LEMGLA
ILTIE DRTFLIZRATHRYLEZFT T /\vwh— O3
ZTADKRFIZESTEKRDHDIDTY , =12, FEAED /N
YA—IE BRRIZA)IILERDTWSDITTEHYFEE A,
ZLDNVA—IE BF ALy EEESIFHLIZY.
LOYM—FBESPRITOEFSLGLEDERMIFIMEEAT
TEFALEYTHDOZFEELEE A JIRIEFE (. STEIAO
BELOEBMAMEBIOIZEENIAREELAHYET, —
AT.BEREENEASIN. RBVAT L, fHKEHF. T+
WX —EBRERVNT—I RFOHREM. BO LKA T4
EERESE . IBEZEZ . BIETH-OICFIAEIN L ATHE
HLHYET,

1554, 5LEMESHDLDIETRTRESNLZTNIER
YEBAN, ZOHIZ, X 21UT4 VATLERAR L TH
EBHENHYET  ARAASRTLOBZE . VAT LAD
XAV TAERE. TN RETILDERESNDILEN
HYFET . RELEARWLGLAILTIE, VIR I T, 32— —,

November 2023



BRUHER) I DREEIZFERENHEES1EF—& ID AR
EORREGYFES = RV T—IRADE S RT LY/
—RTETINTVBDYINIZTOEESHEDOHRLEET
T EDEOIZE, RYRT—=I EOAEZ—F b ETHFY
FEBRSNAIEDELN/—RTHOTH, BEBFE LV RITH
DYV T7EAFIELTHIET 2RENHYFT

t¥Xal)F DXk

X)) T4I2IE. HERBEDERLLIICTRMID MY FE
T VATL TAAYRIZESTDEF Y TADIARMIIE,
X1 TAREREREFLTORTLICHE T HaRMN. FD
XAV TFARENRTLDINTH—IVRIZEZHEE(C
LT HARMEENTE T, EX )T DEBMNEICEL
LTWWBIE, F = loT O&HIGRYEAZEL T, HAHAH
DARATLNERNICERLTETWNSILEEZET HE. #FHL
WO RTLDERZIE, EFa)TADARNEFDF| AIZE
HLTAESHIEREDRREEDLIIENBETY AR
HTNARIE, FoEon., KYMEH D)V —ANEFET D
AR D H I MDD RATLANDHEDR AEL THEATEE
TY EZE. TVUB/aE—HE/N\FUILTEH. N\vhH
—[ZEDTIFKRLEBEE LA ELAFERE AN, TUDEH
EIRILI=YaE—L1zUT 5T RTOXENF YT Fran.,
INA—ITEFESNEEE . HEFHYEINER A,

HAAH D RT LER—RELEEGDEIKREEESN
B1=8. X 1) T DARMIBEL T, HAHAH AT LIZIE
BLUMELHYET . TORR. Cho0 R AICRHKESIN:
X 1UT4 HITVRATFLDIARMNE, KEEEDMEIZEA
TE, INIZEoTEF VT DEMETIFHIENTEDLD
TY, BT, FHLWLERETDI=OIZRAF SN AR M. iR
. BEEOSVEX1Ta T—FTIOF V(& 205
. EEEOBV R T LICEEALZY ., o R K D=—X
[CEDLETT—FTIOFVEETERLILYTEET,

F—XTOF v R EER

2LOEFT1 $TURT LG, BEMETRIEN, 2
V=AU MEESECGRIBLTVNET ., w1 F 3 %E
BEHICEMT 5L, SRT LD LTI REIAEM
ROGIDENET, ThIE, ASHOT LAV HEFTER
BHI. BREATNEY TOREC LOBBOLF)F
(EBET BBENBBNSTT , A/ S—h A MElE, SR

Am A—ZDOF T —ay Taeyd OeFalTa

TLETEET DY INIZITDIUEAM L X)) T4%FE

RIDLTEETHY. FETEIL. RERRD)Y—X0T
At XD EMEICIEC TEX 1 T RkEHDRETA
XTEET,

HAAAEXL)T21E, N—Foz7hoRFEVES, VIb
DITEN—RIIT7DEFa) T HEEF A EHERIE
T.EE60DYV)a—2 a3 N BB THEETSLYE X7
BRERNERTEET, SOHIT, RUAHIRBTEZY—ILE
FHTRE X Ta I VRATLDOBEFEENELL, &
RELTEONDT—FTIOF BT ARAOVADEHEHEEIC
=T KIITTELDTY , f=ERIE. N—FDT7 R—XD
X aTa TORSL—AEFERTIHE EXaUTo BT
ATLDINTA—IVRA ARNEINZBENTEET,

LREDNS, EF2UTa T—FTIFYDREL. T E
FINIEBIKFETILDTY . RARBIZIX, X7 T
—k FAER N—FIIT7 R—ADT/N(RXID/ F—_ K
BT IS —a el S 3 DDBRNTARELS
TWET,

£Fa)T1 ESIVF

t¥aUT1 ESIVF (B 1 £88) [F. ILFI7 SoC #
HIAHTOEYHETOBEMLEEF YT YTVRT L
DEBEBRIDERLTVET,

Physical Physical
security security

Software and key
provisioning security

Secure storage Network security

Run-time security
Trusted execution External memory

environment protection

Debug security
Foundation for

Secure boot Device Cryptographic security

identity and keys acceleration

E1. tF+a2U7r ESIUF

November 2023



a7 J—hk

X217 T—b TORE MAHRAHRTLOEEDE S
ERNLTHEDTY , T DN TSy 1 AR M SRS
INBBETH, X7 T—h TORRIF, HAHAHES
ItF—HEEZETEDANZALEBLT, T—h 77— L4
DITDEEUERIILET, t¥27 T—rEIE. LU
TIZEHTORTLNESEONIY D RT LR IP A0
—fkEntizY) FELLGWT IV r—aV NERETE
TEINYTEHIER, 2D EF2) T4 VRINLVRT
LERELFET,

Ffo. £Fa7 T—hI. RBAEVERETLH-HDIZIPE
ESELTCRLITaE—9 5L T BMORERFRTS

DITFEIBET  BESILEREZIF OILT AN ERKE
MTELGLED =0, Aa—RR—ADtFa)TrEEShFE
ER

EE. X7 T—HFIHAHRAAVRTLDEF2)TA4D
HBEAIET T ADIZKNIFEIIDENSTETT,

BSE7 oI —a Hiae
SESFLLMAF—OME X —DERL. HEL. REAECEHS
EELMIB (X, A AH L RTLDINTF—IVAPR)L—
TyMILTREGEEEGYES , 2ILFaT7 7TV r—
23y JOEyYOHIZIE N—FOT7 R—=ADT7 It
—APaT 0y HERELTWSEDONHY . 3—T125 /
TA—T427 DENEEKIBICERIETEET, VIV
FR—=ZADTIIL—LavBEELFIATEET N, VI
IT7THDHH. N—F DI TR—ADBEILTIEIL—
AVHEEIEER KDL ERIETBLHYELE A,

Am A—ZDOF T —ay Taeyd OeFalTa

—BHLESEER

ELEE R ER (RNG) EELT7ILTY X LENy 2B
TEASNFET N—FI7TERK
SNFELEE, VIO 7 TERS
iz RNG &KU3tF+27TT,
BSE7ILTVXL

3DES [, & LShi=T—2D R
#%3#IEL. DES 7)LTURLDLY
M DIEFEHUERRT B0,
DES g5 1t%& 3 BEITLET .

ABF—EEETILTYX L (PKA) | ARF—/ EF—%FERAL
RSA F1=[& ECC X TR S 1b%
FAL-E&E{EShi= PKA T, £+
217 J—bCERASNSEREEI&IL
5ET,

AES (&, BELLEASI TSR
PEELEEAETILIVALD 1D

T LT 5554 (3DES)

B ERSLIZE (AES)

o7,
NN (B4, B
Ayt— BAOT RN ZILAYX L | 2Oy 2B#IFEEHATL
(MD5) FEH, 7T r—LavizEoTlE
fEsEENHYET,

X7 Ny a TILTVRL2 | REGNAYDLERIET D180,
(SHA?2) SHA1 &Y£EFa7TY,

& 1. —RAGLIES EEGZ DB

FINALRID BLUF—

A—AILTYT *ybT—% (LAN), TARTUT RykT—9
(WAN), F=[FA 2 3—RobEN LI-BIEZEELTHAY

BI=BIZFE TNARAR AR B FARELZEED ID ZHDib
BENHYET . TCTRIELTIT /AR, HEEITSMLT
WBHED T NA ZADEIERACEREIEZHIM T HEMNTEE
ERS

FTI)r—ay FOowyHlE, 2LDBAE. fAISHDER
DFH| (D) A—FAFFDNTNET , Ft=. ID a—K Dtk
23, =& EI59K H—ERBRTT VX TREA., b
TRNRAF—EH OELFLIFMAZX—(CEOTT /NI
EHANTHELTEET,

November 2023



U EJI ’1\ ﬂ ‘Ell‘a 1\[,,: NALVETAET

E 2. RH#[B IR DT /N1X D

TI\VT X274

DRAT LR D7 LV TRV INIITET NV LT
Y. N—ROz7DEBEMGREENS I L a—T42 LTz
YF 51D, FEFEMARAAIILFIT 7TV r—23
Y IOy HICTIOERTELENHYET, (FEAEDS
B JTAG R—rDRZD TV ERIZERINET  BIFIRIET
(. T/ Y R—rEELADEL—XTHEETDH . RIS
NEREESEX—2ERALTOAT7IERTEDLIIZT 20
ENBYET, TILEFNIE. T/AvT R—bIE, /\vwh—
[CORTLANDERGBARRERETHILITHYVET
(E 3 #358),

B 3. MSP430™ MCU 77V K—k

EETZHERITRE

SUBRA L X1 )TABIE. T—r7yT TOERADE, VR
TLDARL—T129 L RT L (0S) BEITSINTLVSML.
VRTLERETHREERETIKOMDELSHEETHE
BMENTWET  SUEML X1 TA DEELERELLT,
WDBABRELI=ON., WDODEBANERALONI-DMEH
B 51012 VAT LDOHLWHAIEEERTHI L E
(FonFEd,

Am A—ZDT TV —ay Ty OeFalTq

Rich 0S application environment Trusted execution environment

Client Client Client Trusted Trusted Trusted
:Lppllcanan application application application application application

payment corporate DRM payment corporate
C i
-]

2 KAk

GlobalPlatform
TEE functional API

GlobalPlatform Proprietary
TEE internal AP interfaces

GlobalPlatform TEE client API

Rich 0S
TEE kernel

HW ey s Sec resloa e,
HW Secure e i ey 000

ey, en), NF( ler,
Hardware platform T@SOUICES  Crypio accelon Bt ety e\amam o

GlobalPlatform
Standards status: . Done

B Future development

B4, (SEETHBFE/TIRLE (Trusted Execution Environment, TEE)

EHETEIERTRED XAV TATIE. DRATALIFEF2T
B ITVr—230btXa7THROWTITUr— 3 RIS
RRARL. T—2DREBIENESIT/N—Ta2a 2 H#FT 5
CENTEET . 7T —av B LUEET 50—F/ 7—
AR—ZDMBDT T r—avhbEEICHURRY IR b

SNTLBEE . BEEOBVWT IS —avERT9 5
EMNEETY,

EETEIERTREE. TILFI7 PATLRATEXTH
/f—v_-»r*/a/%_’—?zd LET . EXMIC, ZO/N—T4232T

[FREEEIN =X T IT7—LDTT VILDIT7 . BLV
TI)r—2avDHMNETSIN, BISN =T —2DRET
FFET,

EHETEARTREEZVILFOT7 /ILFTOwyI 0T ¥
AT LMD MRS HIET. DRTLERBETS

AIREME D HAHFELZI—F. 77"')"7—*/3/ T—AMNIYY
A2 D)TARIWIE) TR IIT T—H. TDMD IP ZRET
BHILEHLETEET,

SMEBAEY DIREE

A ENVATLICHDOT IV r—2av 0TV RT L%
BMLETAIEESENMEES . BE . A2 Ty (2o
(FEh, A NRATHEGINEAT)EZEBNT2LELHY
F9, R FIE AR ICRESA T —IERIAPE
EHAMNSREL., EHETEET—AFLETIVr—ay
A—RFDAHDNEAEYICREFSINDLSICLETAIERYFE
HA, 91~"‘B)‘=E')0):!)7‘)‘/’&15':5%?’%)7"&)(‘(3: IFEIE
BAHZERATEES  E2E. T—3227 08y O#HE
AERYIZA—FETITHEBAERIINSERETTIEX2T7%H

November 2023



AVTL—RETO A Ty LT I)r—2 3 %
TLEA R ZHIFT 2BIMNGESIEGRELHYFE

o

.

&5 F+a2F7 XE

2YRI—=ODEFx2 )T+«

NIH—IE BROFRORYNI—VBIEEEZTHILIC
FEICRITTOEYT, R, —SOBETOFILITE, £F
A)T4LEDFRLHY ., TTITERASN TSI LN LA
TWET . ZE2HOEVNEETOrIILDOAEEAT S5
B.BEAN)—LOBEILEESIE. BLUVEEFPLZE
ZFEODEIEMOREEICIE. Z2LOUNEBHAIILBBEIZHBYE
T, R EE. BERL—TIrEtEF1)TADINSVRAD
RIS LA T NIEE SN ENHYET A, HHRAH
oty otz BEMGEETONMIILLEAEDE
THEASNDEESETILTIUXLBADN—LITT R—ZAD
TOESL—EEHETHIET. COHBERELTLNSE
DEHYET

B6. tF17 IF—2

Am A—ZDOF T —ay Taeyd OeFalTa

X7 AL—

EEEF—0tF )70 T—RE P RATL ARYANTEHE
LLBEWTIEREZFIKWNSRTICRET 2RELHYFE
. BElLEhf-F— T—2. YRF— F—TLhAvIfE
PBRCELVOHS ARG EHRE. SFIERMEATLBESIETIUD
VRIS ONMES— NREE . X2 T RL—T%
RIETEHITIEZLOMEEEFERATEET,

MHDEF7 IO

FEt. F—DTRETI=LT  WENENENFIZTHY.
BRICE S TIEBERTTITONAZLLHASSHDTA—
NYE—=2aV OBRTIE, F—0 & UtF2) T EEE
REICRETHIENRBLLGYET  SHITEBLDIE.E
XA ETIELT, BEICEESNTORNEEARGIZ R
D ODM A 5L TVSIHEAHEHETT

MEPDEF27 TOTSZT DL Fa)T0 17—
SlE EETELRWVERTIOY S LESN-¥ET7— LD
TRXF—DOHEE. BEH. BEUEEMEEZRIET 5120,

FET7ITVr—23> ORYORBERFIZ. SEERAGHEL

THEAZBRIRTEEHERERETHED0TT,

TP—LOIFEVINITT7 DX T7ES

DATLEBEHTHLE. EF2)Ta TL—LT—TITEH
TRARGEDTT , ChIZk-T, BEHKIXUE—ITYD
roz7IT\yFEERALEZY. VI 7EEHLIZYULT,
DRATLNDFESNHEBHEITHLTHIEMNTEET,
LOLELS, BEFFDORRKDRBELT, R/(1TA. Y
TEL. BAREBEMLETEIEAHYET,

tHaT4 TL—LD—V(F, R BB, BEMEFY
DIEEDEBMDF—EAN=XLERBLT,. EHOEEM
ZRELT BDI-HIZBEATEEY,

Tl DV 7 AR E (IP) DEREE

BERKET, MHICEVTIVF A—Y— (I 2 EEL (B
REELGYFDMEAME (IP) ZERT A-DICZEDREE
ToTVWET . ED1= . REHRD IP ZRETSTDH LI,
EElbEnf-TJ—h. REESNI-NIEERITT DHREE. 774
T A —INDEIGEANZ A LER BT H5Fa) T4 TL—
LD—=ODBRARIZGYFET

November 2023



MBHRLZEX) T
BERN\NYFUTHBEETNEESE TRV N\YT T M5
B IEBORAFEN-EBEICTTIERTEH=0OI12, VAT LMGF
wITERYHELEZY., FuT Ryr—ohioary F14EmRY
HLYTBIENHBYET,

B 7. WERGHEEFZ 1TSS T A

TINAROFTAERYET & N\Yh—IEL——FRBELT -

Y EESN-BAFIREEZTT NI RICENZHIELE:

Y, SESFELGFREBLES . TNIAARIBED LI

RIS HHEBETHENBMTHY . CORISIF/NYH—

75“7"“/ SMRIZTOERT B=HICERATESMBHEERET
AN H BT TY,

T r—ay Oy OhIZiE, SoC DTI2IL &5
2avETFRY O aA~DYMBHEERAZEIET 51
HDN—F T EI TR I 7 DEEENHEINTLDED
RHYFETTILFAT 7T Ur—ay FoevHITiash
FEHREABLEED2—ILICIK. EHEZFCEREE=2. Ut
yhEEE. BAIRBE=2. TR S LARELRS ARERREE
BEHTEEY,

I oO0—IxDRE

I oO—UrREMEEEIX. VAT LERMT ST o0—

CYERETOIVENLGFER T, OVIBENSEFRMY
F. BRIV M)V TEBLELHYET (B 8 xS H),

Spring-loaded switch —p, Screw in

B8 T>iO—1DIRE

Am A—ZDOF T —ay Taeyd OeFalTa

HARAA LX) T DOHEFER

HAAHTIFIAT 7T )r—ay FoeyY 017
ADEXE N—F2z7homFEYET, N—FozT7hEF
A7 THRITNIE, \KSEFa)Ta VI T7EFE->THEE
FaT7HIREIIHEFETETEA BTN N—FD
I7ICHEARENTNSIEZHIRET HE. X )T Y
TORTLEBETHOICRMNTERTAREE, BREA
BICRTINBRVDOYI+IT ., DFYT—k 3—KTT,
T—k TOERARBETERTNIE, VAT LLETETESN
MDY I T ERBIATHIENTEE A LA DT,
T—b TO0ERDEF 2 TAHERD. DRATLDTRTOE
FATAEERTHEELRXRITHEDLIDTY,

t¥217 T TOCRIIEENERAEZREILTHELDT.
NNFTRTOEF )T YT RTFLOBEELZDTY &
F217 T—h JOLRZBLTEBEOERZWHILTHILT.
AT LDBEEMEEREL. \YH—IZLB VAT LDV
SHADFESMYMNOLRETHENTEET . T, VX
TLRADEERDY I I T7EFRE L. DRTLERIEZD
—EMNAIE—ENGNEIIT, FA—UR RN T ELTHH
BELET,

BE. X217 T—F FTRERIZE VRATFLRDODEZHIC
HEHEBRUED T A(L TOTS5TTIL AE)IZARES
IbX—%2T05SLTHIENESENETT, COLRF—IZL,
ETMNREDANCHEELSNfT—b 2—FDIE L HEEEE
52012, T—b a—FICE&ET HWEF— / AFF—&
RYFUTINBBENHYEST . T—b T7—LIITIE,
HARAAFTOEYH D RAM [CA—FF 5L TEETL.
X T4FEBIET H-0I12 ARAAT Oy H D HHERA
E)MSEXATITAVTL—REFTTEIELLTEET . 77
— LT A A= DHIZF, SESFLZAVR—RIUROE
Da— L THEREINTWSEDNHY ., FED21—ILEESIE
LCETTARNERRAEERTHIET,. T—h EFaTq
FBIELTULET,

TI 77)5—3y Ay 0teXa)5T4 413
—75

Arm R—Z2DTF7 TV r—ay Oty TlE, TAOY/IN
EE (T—42.3—F.ID, &) 2RETH-HDEF1UT

November 2023



I RERETEDLD BEVNEF2Y T A F—T %R

#HLTWET,

DRA821/
2Xaysq A AMS570x/ DRA829/
=TS AM335x AMA437x AMA438x AM574x AM64x/AM65x AM62x AM68Xx/AM69x TDA4VM
(=R LR o v v v v v v v v
L—av s
TINAAD ID/ v v v v v v v v
:‘—__

X7 J—+ v v v v v v v v
T\ ¥ v v v v v v v v
T4

SEBAEY DR v v v/ v v
3

{ERETEDHEIT v v v v v v v
B8 (Trusted

Execution

Environment.,

TEE)

TYRT—ODt v v v/ v
Fal)Tq

t¥a7 AL v v v v v v v
-

YIRIIT D v v v v v v v v
IP fR3&

IOk ey v v v v v v v v
JnysEuy

T7—LDxT v v v v v v v v
DEXLT7EH

YEMGEFa v/

T4

TOERMEDR | TIHLHEE ED ED ED ED ED ED ED
& #®Ib

F2TI 7Y r—23> TOtyHDtEtal)sys 17 —75

Arm XR—=Z2DT7 T 5—3r TawydnteXal)T4 8 November 2023


https://www.ti.com/licreg/docs/swlicexportcontrol.tsp?form_id=244085&prod_no=TMDXEVM437X-SECUREBOOT&ref_url=sitara_sec
https://www.ti.com/licreg/docs/swlicexportcontrol.tsp?form_id=250333&prod_no=AM438X_RESTRICTED_SW&ref_url=sitara
https://www.ti.com/licreg/docs/swlicexportcontrol.tsp?form_id=244085&prod_no=AM57X_RESTRICTED_SW&ref_url=sitara-sec
https://www.ti.com/licreg/docs/swlicexportcontrol.tsp?form_id=337627&prod_no=AM64X-HS_RESTRICTED_SW&ref_url=EP-Proc-Sitara-MPU
https://www.ti.com/licreg/docs/swlicexportcontrol.tsp?form_id=337827&prod_no=AM62X-RESTRICTED-SECURITY&ref_url=ep_processors_Sitara-MPU
https://www.ti.com/licreg/docs/swlicexportcontrol.tsp?form_id=337467&prod_no=J7X_RESTRICTED_SECURITY&ref_url=EP-Proc-Jacinto
https://www.ti.com/licreg/docs/swlicexportcontrol.tsp?form_id=337467&prod_no=J7X_RESTRICTED_SECURITY&ref_url=EP-Proc-Jacinto

FED

HARAATOEY DX T EHEISEDEMLT
BRETY, loT DEBEEMARAAL AT LDERIZEY ., /vy
A—IFINETULIZZLDHBRREFTHLIITHYEL
Tz

YEAHA. ERMGEX ) TAHEEILN—FRDT7RIZT T
[CHEELTWVEFNIEGYER AN ARATILFIT
SoC DtFa T4 HITVATLDEEIL. EXBTHI
X217 T oRBTEILENHYET , F¥27 T—+
TOERIZEDIEBEOERNLZTNIE., b X2 Taxt
REEMDZICHILIZBNDTYT , COEBEBOERINEILS
ndE. TVY XA TA.TUEAM L X T4, Yk
D—9 £F2)TARE . VAT L X 2) T4 O RIEA
LomYeELIzE2BEHOIILITHBYET, T5THITRIE. T
RTOEFX2) T4 REKTW EDRBEELTIEITHYET,

1. THEHR-AVAYILALY e-Book (EFEH): [EF2
)T1EERBLETFT)r—2a> DEE]

2. FEXHRAVRYNAY [N—FIz7 7oE5L—>
AVRADBELICES. EX) T OREREFYT N
T+ —IVADRA L]

3. TEHR-AVRYILALY [#iH:AH Sitara MT Oty
JDEX17 T—k

4, TEYHRAVRYILALY [Sitara AM4A38x TO+y
o WS ARG IE#EE]

BEELGHBHSE : CCICRHEINTODTEY R AV RAYIL ALY/ B LUVFEM OB RS LUV —EROBAIZIE, TI ORFEICET HIZE DO AHFHEEY
ADRENBETT , BEKIZIE. TEXDHIC. T R EH—ERICEATIRELRFBFBROCAFESEOBLES . Tl (. 7TV —avIicxtd 53
B, BEHOT IV —2avFFERDHRET. VINITTDIRTA—I VR, FHEFHFOBREICHLT—EREEEVERE A, ZIICRBHEIh TL 510

SHOBRFELFY—ERICETHERE. T CLDRAE. REE. FERBEERTIIDOTREHYFE A

Arm® is a registered trademark of Arm Limited (or its subsidiaries) in the US and/or elsewhere.

TARTOBEERE. ENENDOFREEITRELEY

© 2023 Texas Instruments Incorporated I$ TEXAS
INSTRUMENTS

JAJY140E


https://www.ti.com/jp/lit/pdf/SWPB021
https://www.ti.com/jp/lit/pdf/SWPB021
https://www.ti.com/jp/lit/pdf/SWPB021
https://www.ti.com/jp/lit/pdf/SPRY198
https://www.ti.com/jp/lit/pdf/SPRY198
https://www.ti.com/jp/lit/pdf/SPRY198
https://www.ti.com/jp/lit/pdf/spry305
https://www.ti.com/jp/lit/pdf/spry305
https://www.ti.com/jp/lit/pdf/spry309
https://www.ti.com/jp/lit/pdf/spry309
https://www.ti.com/ja-jp/lit/pdf/JAJY140

EExHASELLLEEH
TR, Bfi7F—REEEET—2 (T—82— R NEBHET), RFAVY—RA(VTFPLUA FHAUEBREY), F7UTr—23r®
RETCETDEET RINA A, Web Y —)L, REMBER, TOMOUY—R%E, XS FET2TEMEOHD "THROEF, BELTH
V), BRESLTHREENCNI2BEEHORTRIL. E=FE0NNHEEDOFREIRALZETVHIBIRIAE, ARHILERTRHIC
AODSTERLET,
ChsnUY—RE, TIHREREATIRAOBEREBALARENORBZERLLEDOTY., (1) BEHEOT TV T—23 2 ICBLLE
TIRHROEBE, 2 BFEEOT7IVT—2 32 0ORG. Bil. BB, Q) HBROT7VTI—2 32V AL TIRERKP. TOMNES
WaZEM, EF21UT 1, Bl FLEMEOEFAORECHEESICHIZEREZ, SEROINEMTESENELET,
LROBBEVY—AR, FEBKEEESNRUAREMS BV ET. chsOUY—RRB, UY—ATHATIATLWS TIRREERTZ T
D7r—232OREODENTOR, TIRZTORAZEFRICHELET, ChosOVY—RAICHALT, HOBNTERID CEPERT
BDLERBUETIATVET, TIXEZZOHANREEDOT A L ANFEENTVRIRTEH W EEA, BEKE, ChsOVY—-R%E
BETHALLERRETZ2H5ZHALUT, BE, BA. BX. BECOVT, TIHLTTORBAZELICHETDEDEL, T
B—YINEFEZEELET,
TIORRE, TI ORFERM, T ticomPALZ TIHGOEEERZEOVThI ZBU TREITZIERATESKEOT TR
TVET, TINFChsOUY—RERBID e, BAEHS TI ORAFEZFMBORIEODHECEAPEEEZEKRTZEDNOTEHY F
A,

BERFVWABZIEMREFTCIREREZRELEBETE, TIRThSICEBEEZBR, BELET,

F% FAEPR : Texas Instruments, Post Office Box 655303, Dallas, Texas 75265
Copyright © 2023, Texas Instruments Incorporated


https://www.ti.com/ja-jp/legal/terms-conditions/terms-of-sale.html
https://www.ti.com

	はじめに
	リスク管理
	保護対象
	セキュリティのコスト
	アーキテクチャに関する検討事項
	セキュリティ ピラミッド
	セキュア ブート
	暗号化アクセラレーション機能
	デバイス ID およびキー
	デバッグ セキュリティ
	信頼できる実行環境
	外部メモリの保護
	ネットワークのセキュリティ
	セキュア ストレージ
	初期のセキュア プログラミング
	ファームウェアとソフトウェアのセキュア更新
	TI のソフトウェア知的財産 (IP) の保護
	物理的なセキュリティ
	エンクロージャの保護
	組み込みセキュリティの出発点
	TI アプリケーション プロセッサのセキュリティ イネーブラ
	まとめ
	関連資料

